
U.S. Department of Justice 

Drug Enforcement Administration 
FOI/Records Management Section 
8701 Morrissette Drive 
Springfield, Virginia 22! 52 


FEB 12 Ufa 


Case Number: 18-00207-F 

Subject: All non-disclosure agreements and other agreements imposing prepublication-review 
obligations on current and/or former DEA employees; All documents relating to administrative 
appeals files from prepublication-review determinations and All documents relating to any form of 
sanction imposed, or considered for imposition on current and/or former DEA employees for failure 
to comply with their prepubiication-review obligations 

Ramya Krishnan 

Knight First Amendment Institute 
1140 Amsterdam Avenue / 206 Kent Hall 
New York, New York 10027 

Dear Mr. Krishnan: 

This letter responds to your Freedom of Information/Privacy Act (FOI/PA) request dated 
December 13, 2017, addressed to the Drug Enforcement Administration (DEA). Freedom of 
Information/Privacy Act Unit (SARF), seeking access to information regarding the above subject. 

After review', our office consulted with the Office of Chief Counsel (CC) and the Office of 
Congressional & Public Affairs (CP), to determine if DEA maintained the records, you arc seeking. 
As a result of our consultation, the enclosed two (2) pages represent information responsive to your 
request. The documents are being forwarded to you with this letter. 

To the extent your request is for third party records, please be advised that we do not have 
authorization to disclose such records pursuant to Exemptions (b)(6) & 7(C) of the EG IA (5 U.S.C § 
552(b)(6), (7)(C.)). The rules and regulations of the Drug Enforcement Administration applicable to 
Freedom of Information Act requests are contained in the Code of Federal Regulations. Title 28. 

Part 16, as amended. They are published in the Federal Register and are available for inspection by 
members of the public. 

For your information. Congress excluded three discrete categories of law enforcement and 
national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c). This response 
is limited to those records that are subject to the requirements of the FOIA. This is a standard 
notification that is given to all our requesters and should not be taken as an indication that excluded 
records do, or do not, exist. 
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You may contact our FOIA Public Liaison at 202-307-7596 for any further assistance and to 
discuss any aspect of your request. Additionally, you may contact the Office of Government 
Information Services (OGIS) at the National Archives and Records Administration to inquire about 
the FOIA mediation services they offer. The contact information for OGIS is as follows: Office of 
Government Information Services, National Archives and Records Administration, Room 2510, 
8601 Adelphi Road, College Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 
202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. 

If you are not satisfied with my response to this request, you may administratively appeal by 
writing to the Director, Of fice of Information Policy (OIP), United States Department of Justice, 
Suite 11050, 1425 New York Avenue, NW, Washington, DC 20530-0001, or you may submit an 
appeal through OIP s FOIAonline portal by creating an account on the following web site: 
https:// foiaonline.regulations.iiov/foia7action/public/home . Your appeal must be postmarked or 
electronically transmitted within 90 days of the date of my response to your request. If you submit 
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of 
Information Act Appeal." 

If you have any questions regarding this letter, you may contact Government Information 
Specialist Cynthia Chasten at (202) 307-7615. 


Sincerely, 



Katherine L. Myrick, Chief 

Freedom of Information/Privacy Act Unit 

FOI/Records Management Section 


Enclosures 


Number of pages released: 2 



EXPLANATION OF EXEMPTIONS 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 


(d)(1) [A] specifically authorized under criteria established by an Executive order to be kept secret in the 
interest of national defense or foreign policy and (B) are in fact properly classified pursuant to such Executive 
order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), if that statute- 
(A)(i) requires that the matters be withheld from the public in such a manner as to leave no discretion on the 
issue; or (ii) establishes particular criteria for withholding or refers to particular types of matters to be withheld' 
and (B) if enacted after the date of enactment of the OPEN FOiA Act of 2009, specifically cites to this paragraph. ’ 
(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or 
confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party 
other than an agency in litigation with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a dearly 
unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production 
of such law enforcement records or information (A) could reasonably be expected to interfere with enforcement 
proceedings, (B) would deprive a person of a right to a fair trial or an impartial adjudication, (C) could 
reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could reasonably be 
expected to disclose the identity of a confidential source, including a State, local, or foreign agency or authority or 
any private institution which furnished information on a confidential basis, and, in the case of a record or 
information compiled by criminal law enforcement authority in the course of a criminal investigation or by an 
agency conducting a lawful national security intelligence investigation, information furnished by a confidential 
source, (E) would disclose techniques and procedures for law enforcement investigations or prosecutions or 
would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably 
be expected to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical 
safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the 
use of an agency responsible for the regulation or supervision of financial institutions; or 
(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 


(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j )(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to 
prevent, control, or reduce crime or apprehend criminals; 

(k)(l) information which is currently and properly classified pursuant to an Executive order in the interest of the 
defense or forei “ n P° Iic y- for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result 
in loss of a right, benefit or privilege under Federal programs, or which would identify a source who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States 
or any other individual pursuant to the authority of Title 18, United States Code, Section 3056' 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(a) investigatory material compiled solely for the purpose of determining suitability, eligibility or 
qualifications for Federal civilian employment or for access to classified information, the disclosure of which 

wou d reveal the identity of the person who furnished information pursuant to a promise that his/her identity 
would be held m confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion 
t^ dera Gov ernment service the release of which would compromise the testing or examination process' 

(kj(7j material used to determine potential for promotion in the armed services, the disclosure of which would 

reveal the identity of the person who furnished the material pursuant to a promise that his/her identity would be 
held in confidence. 


CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT 


AN AGREEMENT BETWEEN AND THE UNITED STATES 


(Name of Individual - Printed or typed} 

1. Intending to be legally bound, I hereby accept the obligations contained in this Agreement in consideration of my being 
granted access to classified information. As used in this Agreement, classified information is marked or unmarked 
classified information, including oral communications, that is classified under the standards of Executive Order 13526 or 
under any other Executive order or statute that prohibits the unauthorized disclosure of information in the interest of ' 
national security; and unclassified information that meets the standards for classification and is in the process of a 
classification determination as provided in sections 1.1, 1,2 1.3 and 1.4(e) of Executive Order 13526, or under any other 
Executive order or statute that requires protection for such information in the interest of national security I understand 
and accept that by being granted access to classified information, special confidence and trust shall be placed in me bv 
the United States Government. 

2-1 hereby acknowledge that I have received a security indoctrination concerning the nature and protection of classified 
information, including the procedures to be followed in ascertaining whether other persons to whom I contemplate 
disclosing this information have been approved for access to it, and that I understand these procedures. 


3.1 have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified 
information by me could cause damage or irreparable injury to the United States or could be used to advantage by a 
foreign nation. I hereby agree that l will never divulge classified information to anyone unless: (a) I have officially verified 
that the recipient has been properly authorized by the United States Government to receive it; or (b) I have been given 
prior written notice of authorization from the United States Government Department or Agency (hereinafter Department or 
Agency) responsible for the classification of information or last granting me a security clearance that such disclosure is 
permitted. I understand that if I am uncertain about the classification status of information, I am required to confirm from 
nil authorized official that the information is unclassified before I may disclose it, except to a person as provided in (a) or 
(b), above. I further understand that I am obligated to comply with laws and regulations that prohibit the unauthorized 
disclosure of classified information. 


4. I have been advised that any breach of this Agreement may result in the termination of any security clearances I hold' 
remova from any position of special confidence and trust requiring such clearances; or termination of my employment o’r 
other relationships with the Departments or Agencies that granted my security clearance or clearances. In addition I 
have been advised that any unauthorized disclosure of classified information by me may constitute a violation or 
violations, of United States criminal laws, including the provisions of sections 641, 793, 794 798 *952 and 1924 title 18 
United States Code; *the provisions of section 783(b), title 50, U nited States Code; and the provisions of the Intelligence’ 
Identities Protection Act of 1982.1 recognize that nothing in this Agreement constitutes a waiver by the United States of 
the right to prosecute me for any statutory violation. 


5. I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted will 
result or may result from any disclosure, publication, or revelation of classified information not consistent with the terms of 
this Agreement, 


6. I understand that the United States Government may seek any remedy available to it to enforce this Agreement 
including, but not limited to, application for a court order prohibiting disclosure of information in breach of this Agreement. 


7. I understand that all classified information to which I have access or may obtain access by signing this Agreement is 
now and will remain the property of, or under the control of the United States Government unless and until otherwise 
determined by an authorized official or final ruling of a court of law. I agree that I shall return all classified materials which 
have, or may come into my possession or for which I am responsible because of such access: (a) upon demand bv an 
authorized representative of the United States Government; (b) upon the conclusion of my employment or other 
relationship with the Department or Agency that last granted me a security clearance or that provided me access to 
c assified information; or (c) upon the conclusion of my employment or other relationship that requires access to 

7 QTJ f ndl in ?P s ^ch materials upon request, I understand that this may be a violation of sections 

793 and/or 1924, title 18, United States Code, a United States criminal law. 


8. Unless and until I am released in writing by an authorized representative of the United States Government I 
understand that all conditions and obligations imposed upon me by this Agreement apply during the time I am granted 
access to classified information, and at all times thereafter y 


9. Each provision of this Agreement is severable. If a court should find any provision of this Aqreement to be 
unenforceable, all other provisions of this Agreement shall remain in full force and effect. 


1 (X These provisions are consistent with and do not supersede, conflict with, or otherwise alter the employee obliqations 
rights, or liabilities created by existing statute or Executive order relating to (1) classified information, (2) communications 
to Congress, (3) the reporting to an Inspector General of a violation of any law, rule, or regulation, or mismanagement a 
gross waste of funds, an abuse of authority, or a substantial and specific danger to public health or safety or (4) any 
other whistteb lower protection. The definitions, requirements, obligations, rights, sanctions, and liabilities created by 
controlling Executive orders and statutory provisions are incorporated into this agreement and are controlling 
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rioht^ 1 d M n ot supersede, conflict with, or otherwise aiter the employee obligations, 
+i RTf 1 ?i -l a ^ o* e * cr ^j d ^ Executive Order No, 13526 (75 Fed. Reg. 707), or any successor thereto section 7211 of 

bv th 5 e MNiS^ S wh?= S ti?hin!ir p V r 6 7 '^ d| s cl . 0 f ures to Congress); section 1034 of title 10, United States Code, as amended 
fbi rm nf t in?tiH b q p I ot ? ctlon Act (S^verning disclosure to Congress by members of the military); section 2302 
1,) (8 l of e i 8, States Code, as amended by the Whistleblower Protection Act of 1989 (aovernina disclosures of 
illegality waste fraud , abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50 
U.S.C. 421 et seq.) (governing disclosures that could expose confidential Government aqentsV sections 7(c) and 8H of 
^ho1n^ C ii 0r ^ en ^[ a Ac * of 1978 (5 U.S.C. App.) (relating to disclosures to an inspector general, the inspectors general 
fat At f ritit m to h d Con S r e ss )i Section 103H(g)(3) of the National Security Act of 1947 (50 U.S.C. 9 403-3h 

thi i? d sc os A urss 0 fj 16 |f ispector general of the Intelligence Community); sections 17(d)(5) and 17(e)(3) of 

SnSof i n i e rIntraH^ ncy Act ° f 1949 (50 U.S.C. 403g(d)(5) and 403q(e)(3)) (relating to disclosures to the Inspector 
?ffmtrtLtIl h th Cent r a lr ] telll Sepce Agency and Congress); and the statutes which protect against disclosure that may 

[ncorpora^ecfinto thfsagreemelit InSale^ntrol'inf"’' 35 by Execu,ive 0rder and lis,ecl sta,utea are 

^ rea d this Agreement carefully and my questions, if any, have been answered I acknowledoe that the briefinn 
officer has made available to me the Executive Order and statutes referenced in this agreement and Fts imDlementina 9 
regulation (32 CFR Part 2001 , section 2001 80(d)(2)) so that I may read them atThiffiie if Tso choo(? P 0 


* NOT APPLFCABLE TO NON-GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT, 



SOCIAL SECURITY NUMBER (See Notice below) 


NUMBER^fApe ^ F pS NTRACT ° R ' LICENSEE ' GRANTEE OR AGENT, PROVIDE: NAME, ADDRESS, AND, IF APPLICABLE, FEDERAL SUPPLY CODE 


WITNESS 

ACCEPTANCE 

THE EXECUTION OF THIS AGREEMENT WAS WITNESSED BY THE 

UNDERSIGNED. 

THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON BEHALF OF 

THE UNITED STATES GOVERNMENT. 

EjKjiyA l URE 

DATE 

SIGNATURE 

1 DATE 

i^rtivic rtiNu AuuKtbb (type orpnnt) 

NAME AND ADDRESS (Type Or print) 


SIGNATURE OF EMPLOYEE 


SECURITY DEBRIEFING ACKNOWLEDG EMENT 

DATE 


NAME OF WITNESS 


(Type or print) 


SIGNATURE OF WITNESS 


mmmm 
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